D-Link

BUILDING NETWORKS FOR PEOPLE

DIR-868LFirmware Release Notes

Firmware:FWv1.21SHC
Hardware: Rev.Al
Release Date: 2017/12/19

Note:

1. The firmware version is advanced to v1.21SHC

2. The firmwarev1.21SHC must be upgraded from the transitional version of firmware
v1.10SHC.

3. The reported exploit below are found by “Tony Loi of Fortinet’'s FortiGuard Labs
http://www .fortiguard.com/”

4, Enhance WPA security vulnerabilities

Problems Resolved:
1. Fixed the security issues reported by Tony Loi on October24, 2017.

® Buffer overflow issue in authentication request (cgibin)

2. Fix Wi-Fi Krack vulnerability



